See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/369939691

Fraud Detection in Banking Transactions Using Machine Learning

Conference Paper - January 2023

DOI: 10.1109/1ITCEE57236.2023.10091067

CITATIONS
6

2 authors:
Rathnakar Achary
Alliance University
32 PUBLICATIONS 123 CITATIONS

SEE PROFILE

All content following this page was uploaded by Chetan J. Shelke on 13 March 2024.

The user has requested enhancement of the downloaded file.

READS
2,054

Chetan J. Shelke
Alliance University
33 PUBLICATIONS 38 CITATIONS

SEE PROFILE

ResearchGate


https://www.researchgate.net/publication/369939691_Fraud_Detection_in_Banking_Transactions_Using_Machine_Learning?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/369939691_Fraud_Detection_in_Banking_Transactions_Using_Machine_Learning?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Rathnakar-Achary-2?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Rathnakar-Achary-2?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Alliance_University?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Rathnakar-Achary-2?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Chetan-Shelke-2?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Chetan-Shelke-2?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Alliance_University?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Chetan-Shelke-2?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Chetan-Shelke-2?enrichId=rgreq-c0668d8acbcd60eca723242f3b8179d5-XXX&enrichSource=Y292ZXJQYWdlOzM2OTkzOTY5MTtBUzoxMTQzMTI4MTIyOTAwNzI1MkAxNzEwMzAyMzU5MDk3&el=1_x_10&_esc=publicationCoverPdf

2023 International Conference on Intelligent and Innovative Technologies in Computing, Electrical and Electronics (IITCEE) | 978-1-6654-9260-7/23/$31.00 ©2023 IEEE | DOI: 10.1109/IITCEE57236.2023.10091067

Fraud Detection in Banking Transactions Using
Machine Learning

Rathnakar Achary!
Alliance College of Engineering and Design
Alliance University, Bangalore, India
Irathnakar.achary@alliance.edu.in

Abstract - Vulnerability in banking systems has exposed us to
fraudulent acts, which cause severe damage to both customers
and the bank in terms of loss of money and reputation. Financial
fraud in banks is estimated to result in a significant amount of
financial loss annually. Early detection of this helps to mitigate
the fraud, by developing a counter strategy and recovering from
such losses. A machine learning-based approach is proposed in
this paper to contribute to fraud detection successfully. The
artificial intelligence (AI) based model will speed up the check
verification to counteract the counterfeits and lower the damage.
In this paper, we analyzed numerous intelligent algorithms
trained on a public dataset to find the correlation of certain
factors with fraudulence. The dataset utilized for this research
is resampled to minimize the high class of imbalance in it and
analyzed the data using the proposed algorithm for better
accuracy.

Keywords — Credit card fraud, fraudulent transactions, KNN
classifier, Random Forest, XGBoost, Blockchain, Artificial
intelligence

L INTRODUCTION

The banks of the future are very different in terms of their
functionalities, compared to them what they are today. These
changes are due to the changes in infrastructures, services,
people, and skill sets. This transformation is only due to the
implementation of financial technologies in banking. Most
banks are capable to adopt innovative technologies to deliver
financial services and it changes the banking role as we want.
New technologies such as blockchain [18], Al big data, digital
payment processing, peer-to-peer lending, crowdfunding, and
robot advisors play a vital role in delivering banking services.
What is the need for these technological revolutions in
banking? As there is a technological evolution, the banking
industry is at the forefront of adopting them in their activities
to deliver better customer services, but many times the
financial crises have adversely affected these new ventures in
the banking industry, as a result, innovation was a very distant
priority. At the same time, many new technologies are found
as gamechanger for transforming the conventional banking
system into customer-friendly banks. Still, a gap was created
between what the bank was offering to its customer and their
experience and convenience perspective. Figure (1) represents
the different banking activities supported by FinTech
companies to improve customer experience by implementing
Al technology [22]. This gap was a research topic for many
researchers. The traditional banking system is also varied
about this technological growth with the expectation and
requirements of touch points with the customers with trust and
confidence in these technologies. To augment this and provide
better technological support there are hundreds of new
FinTech companies offering products and services to the
banks; p-2-p lending, provides consumer alternatives to loans
that were already available in the banks, and robo advisory
platform offers to the customers a set of user-friendly
solutions. These services are highly visible and cost-effective.
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They are very convenient to the consumers with a GUI
interface and leave the back-end processing as in conventional
banks, such as post-dated settlement, consolidation, and
regular reporting. This changes the future banking model by
keeping the traditional banking operation at the backend
becoming a commoditized utility provider. A technological
front and the front end control the customer experience. This
technological innovation in banking is also connected to
several other positive developments in the related industrial
segment.
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Fig.1. Al Technology to improve customer experience in Banking Activities

Al-powered chatbots that mimic human conversation and
messaging apps are replacing the activities of the backend
services in call centers. Biometric data and iris scanning are
used as an alternative to passwords and tokens used for
transactions. The other technologies enabled with FinTech are
IoT, wearable technologies and ben-in-banking are common
things in day-to-day banking operations, most of them with
gamification service to the end users. To service their
customers, banks today need to change their mode of service.
By adopting advanced technologies, they may succeed in the
evolution of the banking industry and embed them in their
operations as their culture and innovation across the
organization. This has consequences in many folds. The City
bank analysis represents that, for the next 10 years 30% of the
bank jobs will disappear. Some research estimated this job loss
will be more than 50%. This has a consequence for many
financial institutions across the globe. It is not just a job loss,
but also connected with several economic aspects around it,
like accounting firms, law firms, hotels, and services
businesses. The profiles of the new jobs created in the FinTech
industry are very small in number, but they are entirely
different with very different skill sets. Those are very essential
for today’s banking systems. Considering all the above-said
challenges in banking one of the common challenges faced by
most of the banks today are fraudulent transactions and
malicious behavior of the users. The fraudulent transaction is
a rising challenge for the banking industry with an estimated
financial loss and damage to the reputation. This survey report
presents that about 56% of the fraud in banking is only
reported [15]. It clearly indicates that a better fraud detection
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model is of paramount requirement in most banks either small
or big in size.

This research work aims to design an intelligent system
with a machine learning model, that will be predictive and
adaptive to detect the fraudulent activities of the customer in
banking transactions. The paper is structured with the
following sections. In section II we described the literature
review with the related work completed by other researchers
and in section III technological impact on banking and the
digital revolution in India. Section IV describes the role of Al
in risk management and governance and section V, the fraud
analysis using machine learning algorithms followed by a
conclusion.

IL LITERATURE REVIEW

Statistical methods can be used for fraud detection. Here
the statistical distribution of the dataset is analysed for
anomalous behavior of the fraudulent by using Linear
Discriminant Analysis and Logistic regression [1]. The
authors used a variety of data mining techniques in real-time
fraud detection using historical data [1]. The research work [2]
describes the methods to detect fraud by using KNN algorithm
and outlier finding mechanism. The model helps in the
detection of malicious behavior of the fraudulent. The authors
in [3] used an ensemble technique including the Random
Forest model to analyze the normal transactions and compare
the performance of the fraudulent transaction detection
method by neural networks. Fraud detection in [4] presented
the method for credit card transactions and analyzed the data
using Wale-algorithm optimized backpropagation. The
authors in [4][6] have analyzed already classified results for
detecting credit card fraud using an imbalanced dataset. K
means clustering is used for sampling groups of fraudulent
transaction samples. Authors also used genetic algorithms for
group fraudulent transactions. The researcher used multiple
machine learning algorithms such as KNN, Logistic
regression, and Naive Bayes for analyzing the available
dataset. An enhanced study of this has demonstrated, the
represents that KNN outperforms the other two methods
[2][6]. The performance was assessed by precision, recall,
Mathew correlation coefficient, and balanced classification
rate specificity. A unique fraud detection technique is
proposed in [7] using Big data technology with a new method
known as Scalable Real-time Fraud Finder (SCARFF) using
different data analysis tools such as Spark, Cassandra, and
Kafka. Real-time data analysis is possible with a large amount
of transaction data. The advantage of this system proposed
holds higher accuracy, fault tolerance, and scalability. In [8]
the researcher presented a feature engineering method to
minimize the number of false positive rates, that are normally
used in the anomaly-detecting algorithm [16].

II. TECHNOLOGICAL IMPACT ON BANKING

Figure (2) shows a global banking technology radar, these
disruptive technologies will shape the future of banking. The
different cutting-edge technologies are pivotal for today’s
banking system. Augmented reality: to enhance customer
experience, Blockchain: enable multiple parties to access the
same data simultaneously using distributed ledger[18].
Robotic process automation: to mimic human action and
judgment but at a higher speed, scale, and quality. Quantum
computing: to work out complex current complex data
operations. Artificial intelligence: to make a better decision
even by using historical data. API platforms: designed to work
through API when a front-end experience is connected to

backend execution. Prescriptive Security: to analyze the early
visibility of threats and cyber-attacks. Hybrid cloud: Designed
to allow the bank to offer innovative new offerings to its
customers. Instant payment: to provide ubiquitous online
transactions. The Al in financial services initiative sets out to
explore the multiplicative impacts of emerging technologies.
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Fig.2. Global banking technology radar
A. India Digital Revolution

With the momentum of the digital revolution in the world,
India also gained a defining momentum. It was estimated that
the growth in the digital sector is estimated to double in 2025.
Complete digitalization is expected to faster world spread
economic growth and enhance employability through
incremental value addition across various industrial sectors,
such as manufacturing, healthcare, education, and logistic. In
the last decade, there is a significant change in the field of
digitalization in India. This technological disruption has been
enabled by massive growth in the IT sector and the
demography of the end users. The country has witnessed the
world’s second-largest digital ecosystem with 700 million
internet users and is estimated to reach up to 829 million by
the end of 2021 and an equal number of mobile users.

Internetand Mobile Usersin India

Maobile Usersin Milians
o oW B
T
1 £
N :
=
B

Years

Source: Ministry of Electronics and IT
Fig.3. Internet and Mobile users in India

This rapid shift is due to the catalytic role played by the
Government in moving its services to digital platforms. Some
of the key achievements of this are India becoming the second
fastest digital adopter among the top 17 digital economies, e-
governance and digital identities, e-commerce growth and
penetration of mobile internet access, growth of mobile and
internet access, and adoption of digital media by citizens. With
a faster pace of changes, there is exponential growth in the
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county’s digital economy which is almost doubled by 2020 as
compared to 2017 and is expected to become a USD 5 trillion
in 2024 and a leap of USD 1 trillion by 2025.

Indian Digital Economy

00 829
- 665
445
300
200
100
2017 2020 2025

Years

Billions of USD

Fig.4. Indian Digital Economy

The concept of Al in banking applications will emulate

human capabilities to demonstrate a higher level of

intelligence and accuracy. Its impact on the banking sector is
analyzed on three levels.

i.  The process the bank adopts

ii.  The different banking services and products provided
to its customers.

iii. The user experiences the bank offers to their
customers and employees.

Nealy 75% of the leading banks with a financial capacity
over USD 100 billion are started implementing Al on a
massive scale, compared to the banks with a financial capacity
of less than USD 100 billion.

B. Artificial intelligence

Bnaks Al implementation Stratergies

12%

15%
® Being implemented ® In pilot
= currently evaluated = not planned

Bnaks Al implementation Stratergies

= Being implemented = In pilot

= currently evaluated = not planned

Fig.5. Asset Size — Above USD 100 Billion

A survey report from Microsoft Asia and IDC Asia-pacific
study to the Financial Services Industry (FSI) found that 41%
of the banks have started observing the competition three years
after adopting Al and another 52% have initiated the Al
implementation. These banks implementing Al-based systems
in different domains already started to see an improvement of
nearly 17% to 26% in better customer engagement, higher
margin, higher competitiveness, and better management. As a
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result of this there is a significant amount of cost saving, which
is estimated at about USD 447 billion in 2023, by the
implementation of Al applications in front-end, back-end, and
middle-end operations as 45%, 7%, and 50% respectively. The
frontend operation includes a customer interface, personalized
services, user authentication, and validations and wealth
management. Back-end operations aim to signify the backend
process, business and strategy insights, and regulating
compliances.

The middle layer operation does crucial tasks such as the
detection of fraudulent behavior of the customers, risk
identification and mitigation, AML, loan approval, and KYC
verification. Figure (6) indicates the four major areas that
benefitted from the use of AI (USB evidence lab).

Mast Beneficial Use of Al
79%

37%
|

Automate processHelp identify and Fraud detection Customer Service

inUsD Billions
boRa W b Lnoood 03w

]

FRIEREIERER

and help improve capitalize on  and Security (KYC,
efficiency revenue AML, Cyber
opportunities Security)

Areas of Al Applicationsin Banking

Fig.6. Four Major Areas Benefited by using Al
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Fig.7. Retails and Non-Retail Banks

To develop a banking solution using Al or its subset
machine learning, which uses historical data to make
predictions or to make decisions with the help of programming
modules such as Keras, Tensorflow, Pandas, and Numpy.
These machine learning technologies generally use data
generated by normal business operations [25], which may be
structured or unstructured in nature to generate an accurate
result. The research report represents that the major reason for
the implementation of Al is, it enables the banking solution a
key driver for both retail and non-retail banking for improving
their risk management and improving customer experience. In
retail banking, the main implementation of Al is for KYC
verification and AML investigation of the OPEX and
maximizing the performance. The survey report also indicates
that 80% of the retail and non-retail banks achieved their
intended tasks as mentioned above. Figure (7) indicates the
accomplishment of bank objectives after Al implementation.



Iv. ROLE OF AI IN RISK MANAGEMENT
AND GOVERNANCE

There are other potential benefits and opportunities
provided by Al implementation. Consequently, there are
challenges that need to be properly managed. Analysis shows
that the main risks faced by retail banks by the quality of the
data used for analysis, and the confidentiality of the data taken
from the data store for analysis. No Al model can result from
better accuracy unless the quality of the data considered for
analysis is appropriate and reliable. To protect the privacy of
the customer data a high level of confidentiality is to be
maintained during the data analysis. Validation of the model
uses is also another important requirement to achieve better
performance and a high degree of interoperability to gain
support from management and regulators. More adaptation of
Al applications in banking operations leads to new challenges
in the areas of operational, legal reputation, and strategies. The
level of these risks is different for different types of banking
services. Some of the retail banks believe that the
implementation of Al may substitute human operators, and
may add legal risks, but its impact on the reputation may be
minimal.

Risk Profile by Al Adoption

IR
1 B

-10 m Retail Banking

Risklevels
i

m Non-Retail Banking

N Operational Risk Reputation Rsk Legal Risk Strategic Risk
W Retail Banking -45 0.6 38 0.5
W MNon-Retail Banking -84 05 -3 -39
Fig.8. Risk profile by Al adoption in banks
V. FRAUD ANALYSIS

Most banks adopt traditional rule-based methods of fraud
analysis. Today due to the availability of advanced
technologies the number of fraudsters is increasing, which is
also an increased threat level to the banking industry. Fraud
patterns are changing due to inconsistency in the banking
systems. Fraud detection is possible with a valuable dataset
and a high-performance machine learning algorithm. The data
are gathered from a public dataset and categorized, based on
these we can classify the users as benign or fraudulent. Figure
(9) gives the details about the fraud detection and prevention
market size in 2016 — 2022, worldwide. Many statistical and
machine learning models are used to analyze the fraudulent
and non-fraudulent in each dataset. In this paper, we analyze
popular statistical and machine-learning methods for the
detection of a fraudulent transactions.

The most popular among these is Benford’s law for modeling
and the other machine learning modules for classification and
binary decision trees [12]. These models help to determine
benign and fraudulent transactions.

A. Benford’s law

This law is used to determine patterns in a particular set of
transactions or datasets[19]. Using this dataset can detect
fraudulent transactions or anomalies. In Benford’s law, the
universal value of the data depends on the units. If there exists
a universal probability distribution P(x), then it must be
invariant under a change of scale as

P(kx) = f(K)P(x)
If [P(x)dx =1 then [P(kx)dx = %
Normalization denotes f (k) = %
Differentiating with respect to k and setting k = 1, we get
xP*(x) = —P( x) with the solution P(x) = %
This does not represent the proper probability distribution.
The distribution of the first digit is shown as a percentage in

figure (10). The frequency of the first digits follows the
logarithmic relations as
a+ 1)

Fa = log( a
Fa is the frequency of the digit ‘e’ in the first place of used

number. Table (1) gives the observed and computed
frequencies.

41.59

28.8

Market values in billions of US Doller
E

16.62

2016 2017 2018 2019 2020 2021 2022 201

Years

Fig.9. Fraud detection and prevention market worldwide

The probability of the first digit D is given by a logarithmic
distribution

_ J’gHP(x)dx _ 1
Py = 7}'110P(x)dx = logio (1 + D)
ForD=1,....... , 9 For the second digit it is represented as
9 1
Pospr= ). o [1 + (—)]
D=D2 Dot 910 D1D2
D2=1,...... , 9 and so on

When plugging in the digits 1 through 9, each subsequent
digit has a diminishing probability that it will be the leading
digit with 1 being the most common and 9 being the least.
Benford’s law is widely used in executing accounting
transactions and detecting fraud. Using Benford’s curve
income statement, general ledger, and inventory listing can be
assessed and compared to the curve to determine its
genuineness.
B. Machine learning classification algorithm

Under machine learning determining whether the transaction
is fraudulent or benign is considered a classification problem.
Difterent machine learning algorithms play a crucial role in
fraud detection[21]. This includes Logistic regression, k-
nearest neighbor algorithms, Random Forest (RF) Classifier,
Support Vector Machine (SVM), and Naive Bayes classifier.
Among this algorithm it was found that Naive Bayes classifier
got the best accuracy. The comparative analysis of these
classification algorithm is given in the figure (11).
C. Dataset

In this analysis of fraud detection, we used UCI dataset
with balanced features like customer ID and the demographics
details such as Customers’ origin referring to zip code, type of
the customer, age, gender, category, and amount of purchase
when committed the crime. To avoid the imbalance in the
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dataset one can, perform oversampling or undersampling. We
perform an exploratory data analysis on the dataset to capture
its features. In data cleansing, the available categorical
features are transformed into numerical values. An
oversampled technique called SMOTE (Synthetic Minority
Over-sampling Technique) is used here. It will create new data
points from the minority class using the neighbour instances
so that generated samples are not biased and the base accuracy
score will improve.

Number Observed | Logarithmi
interval frequency |c interval
1 to 2 0.306 0.301
2 to 3 0.185 0.176
3 to 4 0124 0.125
4 to 5 0.094 0.097
5 to 6 0.080 0.079
6 to 7 0.064 0.067
7 to 8 0.051 0.058
8 to 9 0.049 0.051
9 to 10 0.047 0.046

30.1

. \\ Log (probability)
=2

=}

g -]

015 N

o -

Leading Digits

Fig.10. Observed and Computed Frequencies. Frad detection using leading
digits in Benford’s law

Sl. No. | Algorithms Accuracy
01 Logistic Regression 89.34%
02 K-nearest neighbors 93.45%
03 Support vector machine 94.89%
04 Decision Tree 96.81%
05 Random forest classifier 97.50%
06 Naive Bayer's classifier 98.23%
100.00%
98.00% =
. 96.00% § E
§ 94.00% ® = =
& o @ 2
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Classifier Algorithm

Fig.11. Classification Algorithms and their Accuracy

The KNN algorithm identifies similar things that exist in
proximity[2]. The data points are closer to each other. The
similarity can be calculated based on the distance functions
such as Euclidean for the continuous variable as

d(x,y) =

The distance between the training data and the test data is
obtained from the above equation, also then the & values
related to the test data. Similarly, the distance between all the
training cases with new value are calculated the in terms of
distance.

Age vs Fraud

Age
0 G 2 El a4 5 &

Fig. 12. Age versus Fraud

Fraud

Random forest — RF is an ensemble classifier used in this
both for classification and regression task. It involves the
concept of bagging method, which is a collection of many
weak learners. In RF they are considered as decision trees.
One of the constraints of a decision tree is that they perform
better for part of the dataset, but with a high variance due to
greedy approaches of the model, because of this the approach
may continuously select the best split at each level and it may
not consider the current level. As a result of this there is a
chance of overfitting. With this the performance of the model
is better in training data and low in test data.

Amount vs fraud

Amount

Fig. 13. Fraud Amounts

In RF this problem can be mitigated by using the
bootstrapping method. In which the training data are trained
randomly, where a different subsample of the data is used to
train each decision tree. XGBoost — XGBoost is a gradient-
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boosting algorithm used in the research, which combines a
weak learner with a strong learner. In which the multiple
iterations involved to process the weak learner and predict the
value of the class labels and, then calculate the loss. This
process repeats until a certain threshold, hence known as
gradient decent optimization problem or gradient boost.
XGBoost is such as gradient boosting technique minimizing
the overfitting. Its speed of processing is much faster due to
parallel processing than conventional gradient boosting.
Gender vs Fraud
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Fig 13. Fraud based on gender

CONCLUSION

Use of machine learning algorithms proposed in this research
to detect fraud in banking applications. The publicly available
dataset from UCI is analyzed. The high level of imbalance in
the dataset provided is highly biased toward the majority of
samples. This problem is tackled by the synthetic minority
over-sampling technique (SMOTE). Implementation issues of
this by KNN and Random Forest algorithms are handled by
XGBoost as the boosting methods. The performance achieved
using the model was 97.74%. In the analysis of the dataset, we
found that people in the age group of 19-25 years are more
likely to be fraudulent than other customers’ demography.
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